


via phone lines and often transmit the
phone numbers on the first page of the fax.
Individuals being stalked or abused may
have their location revealed through these
technologies, and it is important to plan
around the use of them to promote safety.
TTYs. Teletypewriters are text-based
phones that people who are deaf or hard-of-
hearing use. TTYs store a memory of
conversations, keep a call log, and can be
used by an abuser to impersonate a victim.

Domestic Violence
Awareness Search Terms

The attached list of searching terms
will work on Google, but not on
Thomas. Sexually-related terms may
be blocked. This is not a complete
list. Librarians would need to read
news bulletins on the FBI and
Department of Justice Web sites

to get an idea of current phrases
known to law enforcement.

Anonymizing Internet tools
Anonymous remailers
Caller ID spoofing
Computer crime

Domestic violence
Electronic crime

Electronic evidence
Evidence

Flaming

Harassment

Identity theft

Investigations

Larceny/theft

Monitoring software

Nanny cam

Offenses against the person
Online bullying

Online disinhibition effect
Online social networking
Pretexting

Social neuroscience
Stalking

Surreptitious interception device
Surveillance cam

Upskirt videos

Video voyeurism

Voice over Internet protocol (VOIP)
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Surveillance and Monitoring

GPS. Global positioning systems are used
by abusers to monitor and locate a person.
Cell phones equipped with GPS can often
be remotely activated and can be used to
locate someone when combined with a
Web site or software from the phone service
provider.

Other GPS devices can be strategically
placed somewhere by an abuser to monitor
or follow someone without her knowledge.
GPS devices can be easy to obtain and
difficult to detect.

Hidden Cameras. Hidden cameras
are used in a variety of crimes, including
domestic violence, to monitor and stalk.
Like GPS devices, they are easy to obtain
and difficult to detect.

Internet and Computer Risks
Computer Monitoring Software and
Hardware. Spyware is software that can

be installed on someone’s computer,

either remotely or directly to the physical
computer. Spyware has the ability to record
all e-mails, chats, instant messaging, Web
sites visited, keystrokes typed, and programs
launched; it can also activate Webcams.
This information is continually sent to the
abuser’s computer.

Keystroke logging hardware is a device
that is physically attached to the computer,
although still difficult to detect, that
records every key typed, including all
passwords, the content of all e-mails,
and Web sites visited.

Information Brokers. Personal and
identifying information is consistently
being collected and distributed by
information brokers. Abusers obtain
information, such as a current address,
about victims through both free sites
and through those that charge a fee. In
addition, a great deal of information is
being posted to the Web by organizations
and courts that may inadvertently provide
abusers with information about a victim.

What You Can Do

Current awareness in technology security
and the various ways abusers are exploiting
technology may be difficult to maintain,
but it is imperative to safeguarding
survivors” personal information, ensuring
survivor safety, and accurately holding
offenders accountable. Reviewing news
releases will probably be the easiest way to
learn new terms and become aware of new
developments.

A good resource is the Stalking
Resource Center (www.ncve.org/src
/Main.aspx). In January 2007, the Stalking
Resource Center published a proposed
Model Stalking Code in a 78-page report
that librarians would do well to read. Its
publication, Analyzing Stalking Laws, is a
useful cheat sheet for librarians starting
research on this topic.

Another excellent resource is the Safety
Net Project at the National Network to
End Domestic Violence. Its publication,

A High-Tech Twist on Abuse, is an excellent
overview of the intersection between
technology and domestic violence.

Googling some of the suggested terms
may get you into trouble at work. The
new Thomas beta indexing service may
be the best way to find new federal
legislation. Using that service’s heading,
“Telecommunications,” I found the
Preventing Harassment through Outbound
Number Enforcement Act of 2007, H.R. 740,
and Truth in Caller ID H.R. 251. 1 suspect
both these bills apply to SpoofCallerID.

Finding earlier legislation requires
looking at laws on telecommunications,
stalking, burglary devices, and privacy.

An important privacy law has been the
Electronic Communications Privacy Act
(ECPA) from 1986.

Privacy law has been described as
reactive. An example is The Video Voyeurism
Prevention Act, 108-495, that amended 18
USC 1801 to prohibit sexually-oriented
photographs of individuals in public places.
This bill was drafted in response to “up-
skirt videos.”

Drafting such bills is difficult because,
while the “up-skirt” Web sites are repellant,
there has been a long tradition of street
photography and news reporting in the
United States that has not required the
consent of the individuals photographed.
A recent 20006 case, Nussenzweig v.
DiCorcia, covers the issues of privacy,
information, and opinion. This is a good
case to read so as to distinguish between the
intent of photographers and video voyeurs.

Just the Beginning

Domestic violence offenders are not the
only abusers of technology, software, and
the Internet. Other crimes that have been
committed by utilizing these technologies
include school bullying, identity theft,
election fraud, sexual crimes, voyeurism,
pedophilia, criminal sexual Web sites, and
witness intimidation. Buyers may feel that



because something is for sale, it is okay to
use.

The advertising for many of these
technologies openly encourages people to
monitor their partners. It provides abusers
with language to justify their acts, making
them feel that their actions are valid and
defensible. Sexually-oriented Web sites
and chat rooms have also created virtual
communities that reinforce and support
all types of violence.

As librarians, we must contribute to
discussions on public integrity and safety
and ensure that our public spaces protect
users from harm. We must counter the
impression that there are no consequences
to actions in the online world. We need to
become familiar with the ethical issues of
other professions, such as journalists. As
more court law libraries become involved in
virtual reference and live chat, our libraries
will have to draft policies in coordination
with local administrators.

Jacqueline Cantwell (jfcantwell@
earthlink.net) is senior law librarian at the
Brooklyn Supreme Court Library in New
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www.fcc.gov

Service

Webh Sites

Carnegie Mellon Data Privacy Lab
http://privacy.cs.cmu.edu

Center for Court Innovation -
Brooklyn Domestic Violence Court
www.courtinnovation.org/index.cfm/
fuseaction/Page.viewPage/pageld/599

Center for Democracy and Technology

Department of Justice
www.usdoj.gov/index.html

Electronic Privacy Information Center

National Criminal Justice Reference

www.ncjrs.gov/viewall.html

The NYS Coalition Against
Domestic Violence
www.nyscadv.org

New York Division of Criminal
Justice Services
http://criminaljustice.state.ny.us/ofpa/
domviolcrtfactsheet.htm

New York Office for the Prevention
of Domestic Violence
www.opdv.state.ny.us/victims/privacy.html

New York Unified Court System
www.nycourts.gov/courts/problem_
solving/idv/home.shtml

Federal Bureau of Investigation
www.fbi.gov/homepage.htm

Poynteronline
WWW.poynter.org

Federal Communications Commission

Reporters Committee for a Freedom
of the Press
www.rcfp.org/taping

Stalking Resource Center
www.ncvc.org/src/Main.aspx

Wired Safety
www.wiredsafety.org

The National Network to End Domestic
York. Violence’s Safety Net Project
www.nnedvfund.org/SafetyNet
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